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NHCTPYKumsa no Hactponke WEB-aoctyna K /InuHOMY KabunHeTy
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1. Obwue nonoxeHua

1.1. B uenax BbiNnonHeHWA TpeboBaHMIN [AENCTBYIOLWEro 3akoHOAaTeNbCcTBa PoccuiicKom
®epnepaumm B chepe MHGOPMaLMOHHON BE30NACHOCTM, AOCTYN BHELWHMX NOAb30BaTeNel (aanee —
KnneHTtoB) B JIMUHbIA KabuHeT bropo KpeamTHbIX MUCTopuid (ganee — bropo) ocyllecTBaaeTca no
TexHonorum FOCT TLS.

1.2. B HacToAwen MHCTPYKLUMM onpeaenatoTca ycaosma n TpebosaHma ans nonyveHma WEB-
noctyna K JinyHomy KabuHeTy Bropo.

2. TexHU4YecKune yCnoBuA

2.1. Ha aBTomat13npoBaHHOM paboyem mecte KnneHTa A0KHbI ObITb YCTAHOB/EHbI:

— Kpuntonposangep «Kpunto-MNpo CSP», ycTaHOBKAa M HacTpoOMKa KpunTonposanaepa
«Kpunto-MNpo CSP» ocywecTBnAeTcA B COOTBETCTBMM C TEXHMYECKOM W 3KCNAyaTauMOHHOM
OOKYMEHTaUMen K Hemy (B TOM 4umcie, pasmelleHHOW Ha oduumanbHOM caiTe pa3paboTymka
https://cryptopro.ru/products/csp/);

- WEB-6pay3ep c noaaepxkon kpuntorpadpuyeckmx anropmtmos NOCT:

v’ «Yandex»

v' «Chromium-gost»

2.2. Cant JlnyHoro KabuHeTa btopo MCNoNb3yeT 3alMliIeHHOe coefuHeHWe Ans obmeHa
MHPOPMaUMeNn NO3ITOMyY, KOraa Bbl nepexoamte Ha calT (no npotokony HTTPS), cepBepy HyXHO
NOATBEPANTb MOAJMHHOCTb 3TOro camTta. [na atoro HeobxoaMMoO MNpeaoCTaBUTb CheLmanbHbIN
cepTnudmKaT beszonacHoCTu.

2.3. 0na  obecneveHna  posepuA K cepTudmkaTy  HesonacHocTM  bopo  Ha
aBTOMATM3MPOBaHHOM pabovem mecTe KanmeHTa HeobXxoA4MMO YCTaHOBWUTb KOPHEBOW cepTUdMKaT
YOCTOBEPAOLWEro LEeHTPa, BbIMNYCTMBLWEro AaHHbIA cepTuduKaT. B gaHHOM cnyyae Heobxoaum
cepTndMKaT ynonHomoueHHoro amua LWYC VPN Yaoctosepsatouwero ueHtpa OO0 «KPUMTO-MPO»
(cepnitHbIi  HOmep cepTudmKaTa: 0275eeaf00e2ac32964460adb4ae807d0f), ckayaTb AaHHbIN
cepTUdmKaT MOXKHO ¢ oduLManbHOro cata http://vpnca.cryptopro.ru/dist.htm.

3. YcTaHOBKa KopHeBoro cepTuduKaTa

3.1. YcTaHoBKa KOpHeBOro cepTnudmMKaTta B cMCTEMHOE XpaHunuue ceptudukaTos OC:
— [OBOWHbIM K/AIMKOM MbIlLM OTKponTe dainn KopHeBOro ceptuduKkata M BO BKAAAKE
«ObLee» HakKMUTe KHOMKY «YCTAaHOBUTb cepTUdHUKaT...» (puc. 1):


https://cryptopro.ru/products/csp/
http://vpnca.cryptopro.ru/dist.htm

@f CepTudukar x

Coctae  MyTe cepTUdMKaLIA

@g CBeeHnA o cepTuhuKaTe

HeT noBepna K 3ToMy KOpHEBOMY cepThdukaTy
ueHTpa cepTundmkaumm. Ytobbl BKnounTE OoBEpHE,
YCTAHOBMTE 3TOT CepTWMKaT B Xpanunue
O0BEPEHHBIX KOPHEBbIX CEPTHANKATOB LIEHTpoB
CepTHEHKE LMH.

KoMy BRIO@H: CryptoPro VPN CA GOST 2012
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YCTaHoBUTE CEDTMttMKET. " 3aABNEHWE NOCTEBLULWKS

Puc. 1 — oTKpbITbIM dalin cepTudmKaTta (BKNaaka «Obuieey)

— Bblbepute pacnonoxkeHue — «TeKyLIMA NONb30BATENbY (puUC. 2), HaxmuTe «Jlaneex:

CepTHdHKaT, BeldaHHENIR LEHTPOM CEPTUDMKELAM, AENAETCA NOATEEMHRASHMEN BaLERA
MMHHOCTH W COASPHMT MHBOPMaLMID, HEoBX0AMMYID ANA SALLMTEl AAHHEIX MK
YCTEHOBNEHMA SALMIULEHHEIX CETEBEIX NOAKMOYEHWA, XPaHUMNILE CEpTUdMKETOE —
370 0BNACTE CHCTEMEI, MPELHASHEYEHHARA ANA XPAHEHUA CEpTUHMKETOE,

PactnonoskeHe XpaHunnwILa

(®) Texyuwit Nnonb3osaTens

() NokansHei KoMneoTep

[NA NpoAOTHKEHUA HEHMUTE KHoMKY "Aanee”
Puc. 2 — BbIOOP PACcNoONOKEHNA XPaHUANLLA CepTUDUKATOB

— yKaxute BapuaHT «lomecTUTb Bce cepTUPMKaTbl B Cleaylolee XpaHuauwe» (T.e.
BPYYHYIO) M HaxmuTe KHonKy «0630p» (puc. 3):

Kpanwnuue ceprwduraToe

XPEHUNMLLE CEpTUDMKATOB - 3TO CHCTEMHBIE OBNACTH, B KOTODEIX
XPEHATCH CEPTHOMKETEI,

Windows SBTOMATHYSCKH BEIBEPET XPAHUAWLLE, MW Bbl MOXKETE YKa3aTb
PACNONOKEHME CEPTUDMKATE BPYUHYHD.

() ABTOMATUHECKN BLIBPETH XPEHUIUILLE HA OCHOBE TUNA CEPTMHMKATE

I (®) MoMecTHTE BCe CepTMMKATE! B CNEDYIOWES XPaHMAMILE I

KPaHUNULLE cepTUdHKaTOB!

| | Obzop...

Puc. 3 — BbI6GOp XpaHWAKLLA A8 PACTONOKEHUA KOPHEBOTO CepTUdMKaTa BPYUHYIO

— B MOABMBLUEMCS OKHe BblbepuTe XxpaHuauuie — «[JOBEPEHHbIE KOPHEBbIE LEHTPbI
cepTvdumKaumm» (puc. 4):



Bruibop xpaHunnwa cepTudmkata X

BeibepuTe XpaHunMWLE CEPTUAMKATOE, KOTOPOE Bil
XOTHTE UCNONL30BETE,

[ eee———p—"

-] JIOBEPUTENbHBIE OTHOWEHUA B NPEANpY
1| MpoMexyToqHbIE LIEHTDEI CEPTUDMKELIA
1| JloBepeHHbIe U3AETEMM

v
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[JnoxasaTs dusudeckie XpaHummwa

omes

Puc. 4 — BbIboOp XpaHMAMLLA U3 CTIMCKA

— B UTOre OyAeT BbIOPaHO Hy»KHOE XpaHuAuLLe, HaxmuTe «Jlanee» (puc. 5):

Windows aBToMaTH4e0d BbifepeT XpaHinuuLe, MK Bbl MOXETE yKasaTb
pacnonoxeHHe CepTUOHUKATa BRYHHYIO.

() ABTomMaTIMeCH BLIBPATE XPaHIIMILE HA OCHOBE THNa CEpTUMKATE

(®) MomecTuTs Bee cepTUMKATEI B CNEAYIOWLES XPHUAULLE

Xparunuwie cepTdmkaTos:
| [osepeHHkie KOPHEBLIE LIEHT Dbl CEPTHOMKALIN | [ Ofbzop...

[fanee OTtmeHa

Puc. 5 —Bbibop xpaHuanLla — «[loBepeHHble KOPHEBbLIE LLEHTPbLI CEPTUDUKALMM»

— Ha 3aBepuatoLLem dTane YCTaHOBKM cepTUdMKaTa HaxkmmTe «[OTOBOY;

— [Oanee MOABMTCA CTaHAapTHoe npeaynpexaeHne cuctembl 6esonacHoctn  OC,
nossastolleeca nNpu A0b6aBNEHMM KOPHEBOTo cepTUdMKata, M ANA KOppPekTHoro nobasneHus
cepTuomnkata B cucTtemHoe xpaHuanue OC, a Take Mocneaylollero ero MCnosib3oBaHUs
HeobxoAMMO COrNacUTbCA C YCTaHOBKOM cepTudmMKaTa 1 HaxkaTb «[a» (puc. 6):

MpeaynpexaeHve cucTeMbl 6e30MaCHOCTH

EyAeT ycTaHoBAEH CEPTHHMKAT OT LEHTPa CepTUdMKaLMK
! (UC), npeacTaBNAI0 WM

CryptoPro VPN CA GOST 2012

Windows He yAaeTca NPoBEPUTE, 4TO CepTUdUKaT
AeACTEWTENBHO NoAy4YeH oT “CryptoPro VPN CA GOST 2012".
O6patutece Kk “CryptoPro VPN CA GOST 2012° ans
NOATEEPXAEHUA NPOMODXOXKAEHMA cepTuduKaTa, B xoae 3Toro
NPOoLIEcca BAM NPUIOAWTCR CAEAYIOWEE SHAYEHME:

OrtnewvaTok (shal) : EB875D83 3F7EFD28 8B7T9CF25 ACO90F4A
FA988883

MpeaynpexaeHue:

ECM Bl YCTAHOBKTE 3TOT KOPHEBOI cepTudmkaT, Windows
6y/AeT aBTOMATUYECkK A0BEPATE NoBoMy CepTUdMKATY,
BeigaHHOMy 3TUM LIC. YcTaHoBKa cepTudmkaTa ¢
HENOATEEPXAEHHEIM OTNEYATKOM NPEACTABAAET PUCK ANA
6e30NacHOCTH. ECnK Bl HaXMeTe kHoNky “Ja°, Bel
NPUHUMAETE Ha Ce6A 3TOT PUCK.

Bel XOTHTE YCTAHOBMTE 3TOT CepTHdMKAT?

Puc. 6 — 0KHO npeaynpexageHma CUCTtembl BesonacHoOCTM

3.2. B cnyvyae KOpPPEKTHOM YCTAaHOBKM KOpPHEBOro cepTudMKaTa npu nepexoae Ha CauT
JNInyHoro kabuHeTa btopo B agpecHoin ctpoke WEB-bpay3epa (cnpasa) byaeTt oTobpaskaTbca 3HAYOK



3aKPbITOro 3aMoyYKa:
— oTobpaxeHue B bpaysepe «Yandex» (puc. 7):
@ C, @ htips://authburo.ru/auth/real

Protect 7

Bbl Ha caiTe https://auth.buro.ru

CoeguHeHre Ge3onacHo. JaHHele
sawndpoBaHbl coraacHo MOCTy.

MNoapobHee

Puc. 7 — 3awpmiieHHoe noakatodeHme B bpaysepe «Yandex»

— oTobpaxeHue B bpayzepe «Chromium-gost» (puc. 8):

8 auth.burg.rufauth/realms/skb-staging/protocol/o

€ be3onacHOCTb x

auth.buro.ru

8 Eezonackoe NojKnH4YeHWe
MH$opmauna, koTopyo Bx coobllaeTe SToMy CaiTy
(HAaNpUMEp, NAPOAW W HOMEPE BEHKOECKIAX KapT),

sawuwesa. NogpobHes
B AefictenTencHbii cepTHomMKaT 4

Puc. 8 — 3awpmileHHoe nogxntodeHme B bpaysepe «Chromium-gost»



